MFT

Command™ Center

Single Point of Control for All Enterprise File Transfer

Centralized management, control, and audit

MFT Command Center™ provides a single point of control to manage all of your enterprise file transfers, both
inside and outside the enterprise, and across all major platforms (from Windows to the Mainframe).

Command Center serves as the digital dashboard into your entire network; using a standard Web browser, ad-
ministrators can review and control all file-transfer activity — whether it be internal transfers across the extend-
ed enterprise, or external transfers with customers, suppliers and business partners (B2B).
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Complete Audit and Compliance: Keep a Pulse on Enterprise File
Transfer

In a typical network, file transfer activity is happening 24x7. Many times, it includes
high volume file transfers, very large files, and users and systems spread across a broad
geographic area. Command Center gives your organization centralized access to logs
of each and every transfer-related event at the local and central level, and produces
detailed reports of every aspect of those transfers. Real-time alerts can notify your per-
sonnel instantaneously as circumstances warrant so that issues can be resolved quickly.

In addition to a standard set of detailed audit reports, delegated administration and an
extensive set of online inquiry tools supports ongoing operational and management
needs. Having these tools centrally available at all times enables your organization to
achieve total control of enterprise file transfer, while maximizing efficiencies and help-
ing satisfy compliance mandates.

Key Benefits:

Centralized Management

Provides a single point of control
for all enterprise file-transfer activi-
ty. All activity can be managed and
controlled from a Web browser.

Security

Complete data security and sup-
port for the world’s most stringent
encryption standards.

Full Audit and Reporting

A full suite of online inquiry tools
deliver powerful audit and report-
ing functionality.

Delegated Administration

Delegated administration means
users can be empowered based on
their role within the organization.

High Availability/Clustering
Supports clustering for failover
support and reliability.
Real-Time Alerts

Send messages and alerts by
phone, e-mail, or mobile device.
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Specifications

Platforms
e Unix (IBM AIX, HP-UX, SUN Solaris)
e Windows XP SP3
e Windows Vista SP1
e Windows 7
¢ Windows 2008 and 2008 R2
(32 & 64 Bit)
e Linux
o zLinux
e VMware

Compliance
¢ Detailed Auditing
e Section 508 Compliant
e Support for PCI, Sarbanes-Oxley, HIPAA,
GLBA
® Embedded Crystal Reports
e Customizable Reports
® ntegration with Existing Reporting Tools

Security

® X.509 Certificates Support

® Public/Private Certificate Support

e LDAP Authentication (including Active
Directory)

* Support for Web SSO Solutions

® FFIEC Approved Two-Factor Authentica-
tion

e Time of Day Access Controls

e FIPS 140-2 Compliant

e User, Group, or Department Administra-
tion

e Centralized Data Repository Not Required

e Built-In Authentication Repository

e UserlD/Password & Certificate Authentica-
tion

® Proxy Accounts

Integration
® Web Services Architecture
® LDAP Support
® APl Support

¢ SOAP Interface

e User Exit Support

® Post Processing Actions

e Straight-Through Processing

e Enterprise Application Integration
¢ Rules Based Routing

® Rules Based Processing of Data

® Rules Based Alerts

Encryption

® SSL v.3 Support
e Integrated PGP Support

Management

¢ Delegated Administration

® SNMP Trap Support

e Centralized Administration of All Compo-
nents

e Heartbeat Technology

e Service Status Monitoring /
Notification (Internal/External)

Automation

e E-mail Notification

¢ Automated Alerting Options
(E-mail, SNMP, JAVA Class,
Initiate External Process)

Database Support

® Microsoft SQL Server
e Oracle

e MySQL

e DB2

Interface

® Browser Client

e GUI Client

e Command-Line Client

e Customizable Web Interface

Architecture

e J2EE-Based Architecture
e JDBC Compliant

e Java Based (Platform Independent)
e Online Help

Browser Support

e Internet Explorer
e Firefox
e Safari

TIBCO Software Inc. (NASDAQ: TIBX) is a provider of infrastructure software for companies to use on premise or as part of cloud computing environments. Whether

it's efficient claims or trade processing, cross-selling products based on real-time customer behavior, or averting a crisis before it happens, TIBCO provides companies

the two-second advantage™ - the ability to capture the right information, at the right time, and act on it preemptively for a competitive advantage. More than 4,000

customers worldwide rely on TIBCO to manage information, decisions, processes, and applications in real time. Learn more at www.tibco.com.
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